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Adult Social Care Contracts 
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Benefit Payments 

Contracts/Grant Sourced Spend 

Corporate Governance/Service Planning 
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Information Management/IG Toolkit 

IT Governance and Asset Management 
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n
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ge
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le
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 b
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te
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 b
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n
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 p
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d
e 
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n
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w
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 t
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e.
 

H
o

w
e

ve
r 

u
n

ti
l f

ai
lo

ve
r 
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 f

u
lly

 t
es

te
d

, a
s 

p
ar

t 
o

f 
co

m
m

is
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o
n

in
g 

th
e 

n
ew

 a
rr

an
ge

m
en
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e 

C
o

u
n

ci
l i

s 
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p
o

se
d

, a
s 

su
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 t
h
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 f

in
d

in
g 

h
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 b
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n
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 a
s 

h
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h
 r
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Th

e 
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ce
n

t 
su

rv
ey
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n
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n
o

m
ic

 c
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m
e 

p
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d
u

ce
d

 b
y 

o
u

r 
co

-s
o

u
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ed
 p

a
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n
er
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h
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h
te

d
 t

h
e 

in
cr

ea
se

d
 le

ve
l o

f 
a

tt
a

ck
s 

o
n

 o
rg

a
n

is
a

ti
o

n
s 

o
f 

a
ll 

ty
p

es
 in

 

th
e 

U
K

 –
 t

h
e 

su
rv

ey
 id

en
ti

fi
es

 t
h

a
t 

 C
yb

er
cr

im
e 

is
 n

o
w

 t
h

e 
n

u
m

b
er

 o
n

e 
fr

a
u

d
 r

is
k 

fa
ce

d
 b

y 
U

K
 o

rg
a

n
is

a
ti

o
n

s 
fo

r 
th

e 
fi

rs
t 

ti
m

e,
 e

xp
er

ie
n

ce
d

 b
y 

n
ea

rl
y 

h
a

lf
 (

4
9

%
) 

o
f 

o
u

r 
su

rv
ey

, c
o

m
p

a
re

d
 t

o
 3

1
%

 g
lo

b
a

lly
. H

a
vi

n
g

 r
o

b
u

st
, t

es
ti

n
g

 IT
 D

is
a

st
er

 R
ec

o
ve

ry
 a

rr
a

n
g

em
en

ts
 in

 p
la

ce
 is
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it

a
l t

o
 e

n
su

ri
n

g
 t

h
a

t 
a

n
 

o
rg

a
n

is
a

ti
o

n
 c

a
n

 q
u

ic
kl

y 
re

co
ve

r 
fr

o
m

 a
n

y 
p

en
et

ra
ti

o
n

 o
f 

it
s 

IT
 n

et
w

o
rk
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, m
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 d
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n
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ec
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o
in
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b
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m

 d
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p
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o
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n

 o
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 p

er
io

d
ic
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ff
o

rt
 m
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 b
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n
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m
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o
t 

b
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n
e 

w
it

h
 o

rg
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n
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 n

ee
d

/e
xp

ec
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ti
o

n
s.

 

W
it

h
o

u
t 

a 
re

ce
n

tl
y 
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vi

ew
ed

 a
n

d
 u

p
d

at
ed

 p
ri

o
ri

ti
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ti
o

n
 li

st
 f

o
r 
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p

lic
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io
n

s 
th

er
e 

co
u

ld
 b

e 
n

ew
 a

p
p

lic
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io
n

s 
w

h
ic

h
 h

av
e 

b
ee

n
 m

is
se

d
 a

n
d

 a
re

 n
o

t 

in
cl

u
d

ed
 in

 IT
’s

 r
ec

o
ve

ry
 p

la
n

s.
 

If
 r

eg
u

la
r 

IT
 D

is
as

te
r 

R
ec

o
ve

ry
 r

eh
ea

rs
al

s 
ar

e 
n

o
t 
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rr

ie
d

 o
u

t 
an

d
 le
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n

ed
 f
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m

 t
h

en
 p

la
n

s/
ex

p
ec

ta
ti

o
n

 m
ay

 p
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ve
 n

o
t 

to
 b

e 
re

al
is

ti
c/

e
ff

ec
ti

ve
 in

 t
h

e 

ev
en

t 
o

f 
an

 a
ct

u
al

 c
o

n
ti

n
u

it
y 

in
ci

d
en

t.
 U

lt
im

at
el

y 
th

is
 c

o
u

ld
 le

ad
 t

o
 a

n
 u

n
ac

ce
p

ta
b

le
 le

ve
l o

f 
d

at
a 

lo
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n

d
/o

r 
an

 e
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en
d

ed
 in
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u
p

ti
o

n
 t

o
 t

h
e 

d
el

iv
er

y 
o

f 
ke

y 
se
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ic

e
s.
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io
n

 p
la

n
 

Th
e 

H
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d
 o

f 
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 w
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o

n
su

lt
 w

it
h

 s
er

vi
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 a
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 a

s 
n

ec
e

ss
ar
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 t

o
 a

gr
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 a
p

p
ro

p
ri

at
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R
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P
O
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r 
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r 

ke
y 
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st

e
m

s.
 


 

R
ep
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o
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se
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h
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 c
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o
f 
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e
m

s 
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es
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e 

w
it

h
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gr
e

ed
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rg
an

is
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io
n

al
 n

ee
d
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se
n
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e 
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d
 IT

 C
o

n
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n
u

it
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n
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m
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 C
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p
p

ro
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 D
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as
te
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e
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al
ly

 t
o

 

in
cl

u
d

e 
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in
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o
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n

ew
 f
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r 
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n
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t 
w

it
h
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h
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l 
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H
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u
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o
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n

su
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 t
h
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 s
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m
s 
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e 

b
o
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d
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n
d

 a
n

y 
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n
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n
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b
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 p
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n
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n
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er
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d
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f 
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rg
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ye

a
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fi
n

d
in

g
s 
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D
et

ec
ti
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o
n

tr
o
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/R

ep
o

rt
in

g
 

C
o

n
tr

o
l d

es
ig

n
 

3
  

M
ed

iu
m

 
     

 

Fi
n

d
in

g
 a

n
d

 r
o

o
t 

ca
u

se
 

O
ve

ra
rc

h
in

g 
IT

 p
o

lic
ie

s 
(c

o
ve

re
d

 la
te

r 
in

 t
h

is
 r

ep
o

rt
) 

al
ig

n
 w

it
h

 g
o

o
d

 p
ra

ct
ic

e
, h

o
w

ev
er

, t
h

er
e 

ar
e 

ga
p

s 
in

 t
h

e 
co

m
p

le
m

e
n

ta
ry

 d
et

ec
ti

ve
 c

o
n

tr
o

ls
, t

o
 

su
p

p
o

rt
 li

n
e 

m
an

ag
er

s 
in

 e
n

su
ri

n
g 

th
ei

r 
st

af
f 

co
m

p
ly

 w
it

h
 t

h
e 

C
o

u
n

ci
l’s

 r
eq

u
ir

em
en

ts
 in

 t
w

o
 a

re
as

. 

Th
e 

m
o

st
 im

p
o

rt
an

t 
o

f 
th

es
e 

is
 r

eg
ar

d
in

g 
ex

ce
ss

iv
e 

p
er

so
n

al
 u

se
/w

eb
 b

ro
w

si
n

g 
o

r 
re

p
ea

te
d

 a
tt

em
p

ts
 t

o
 a

cc
es

s 
b

lo
ck

ed
 c

o
n

te
n

t.
 W

h
ile

 w
e 

w
er

e 

in
fo

rm
ed

 t
h

at
 a

d
 h

o
c 

em
ai

ls
 a

re
 s

en
t 

to
 li

n
e 

m
an

ag
er

s 
w

h
er

e 
ac

ti
vi

ty
 o

f 
th

is
 t

yp
e 

is
 id

en
ti

fi
ed

, n
o

 e
vi

d
en

ce
 w

as
 s

u
p

p
lie

d
 t

o
 s

u
p

p
o

rt
 t

h
is

 a
ss

er
ti

o
n

, 

n
o

r 
w

er
e 

w
e 

p
ro

vi
d

ed
 w

it
h

 a
n

y 
ev

id
en

ce
 o

f 
an

y 
re

su
lt

in
g 

fo
llo

w
-u

p
 a

ct
io

n
 b

ei
n

g 
ta

ke
n

 b
y 

lin
e 

m
an

ag
e

m
en

t.
  

W
h

ile
 it

 is
 u

n
lik

el
y 

th
at

 t
h

e 
C

o
u

n
ci

l h
as

 a
 s

ig
n

if
ic

an
t 

is
su

e 
w

it
h

 e
xc

es
si

ve
 p

er
so

n
al

 u
se

, d
u

e 
to

 t
h

e 
au

to
m

at
ed

 p
re

ve
n

ta
ti

ve
 c

o
n

tr
o

ls
 in

 p
la

ce
, f

o
r 

ex
am

p
le

 w
eb

 f
ilt

er
in

g,
 g

re
at

er
 f

o
rm

al
it

y 
sh

o
u

ld
 b

e 
in

tr
o

d
u

ce
d

, t
o

 c
o

m
p

le
m

en
t 

th
e 

ex
is

ti
n

g 
p

ro
h

ib
it

io
n

s 
in

 p
o

lic
ie

s.
 A

 p
ro

ce
d

u
re

 n
o

te
 s

h
o

u
ld

 b
e 

ag
re

ed
, b

et
w

ee
n

 IT
 a

n
d

 s
en

io
r 

m
an

ag
em

en
t,

 q
u

an
ti

fy
in

g 
an

d
 b

an
d

in
g 

b
y 

se
ve

ri
ty

, i
n

ap
p

ro
p

ri
at

e 
u

se
, w

it
h

 a
 s

et
 o

f 
ac

ti
o

n
s 

an
d

 c
o

n
se

q
u

en
ce

s 

ag
re

ed
 a

s 
a 

re
su

lt
. F

o
r 

ex
am

p
le

 a
tt

em
p

ts
 t

o
 a

cc
es

s 
p

o
rn

o
gr

ap
h

y 
o

r 
te

rr
o

ri
sm

 r
el

at
ed

 c
o

n
te

n
t 

co
u

ld
 le

ad
 t

o
 im

m
ed

ia
te

 n
o

ti
fi

ca
ti

o
n

 t
o

 li
n

e 

m
an

ag
em

en
t 

an
d

 li
ke

ly
 d

is
ci

p
lin

ar
y 

ac
ti

o
n

s,
 w

h
ile

 e
xc

es
si

ve
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er
so

n
al

 w
eb

 b
ro

w
si

n
g 

co
u

ld
 b

e 
in

cl
u

d
ed

 in
 a

 r
ep

o
rt

 s
en

t 
p

er
io

d
ic

al
ly

 t
o

 li
n

e 
m

an
ag

er
s 

an
d

 r
es

u
lt

 in
 a

n
 in

fo
rm

al
 w

ar
n

in
g.

  

Th
e 

se
co

n
d

 p
o

te
n

ti
al

 g
ap

 is
 r

e
ga

rd
in

g 
th

e 
p

ro
h

ib
it

io
n

 o
f 

lo
ca

l f
ile

 s
to

ra
ge

 (
i.e

. u
se

 o
f 

lo
ca

l h
ar

d
 d

ri
ve

s)
 –

 t
h

e 
p

o
lic

y 
is

 c
le

ar
, t

h
is

 s
h

o
u

ld
 o

n
ly

 b
e 

u
se

d
 

fo
r 

te
m

p
o

ra
ry

 s
to

ra
ge

. T
h

is
 is

 le
ss

 s
er

io
u

s 
as

 a
p

p
ro

xi
m

at
el

y 
5

0
%

 o
f 

st
a

ff
 u

se
 t

h
in

 c
lie

n
ts

, w
h

ic
h

 d
o

 n
o

t 
h

av
e 

lo
ca

l f
ile

 s
to

ra
ge

. H
o

w
e

ve
r,

 p
ar

ti
cu

la
rl

y 

w
it

h
 t

h
e 

in
cr

ea
se

d
 c

o
n

se
q

u
en

ce
s 

in
tr

o
d

u
ce

d
 b

y 
th

e 
G

en
er

al
 D

at
a 

P
ro

te
ct

io
n

 R
eg

u
la

ti
o

n
 (

G
D

P
R

),
 a

 c
o

m
p

le
m

en
ta

ry
 d

et
ec

ti
ve

 c
o

n
tr

o
l m

ay
 b

e 

ju
st

if
ie

d
. F

o
r 

ex
am

p
le

 la
p

to
p

s 
co

u
ld

 b
e 

re
m

o
te

ly
 q

u
er

ie
d

 t
o

 id
en

ti
fy

 w
h

er
e 

th
er

e 
is

 a
n

 e
xc

es
si

ve
 v

o
lu

m
e 

o
f 

lo
ca

l s
to

ra
ge

 in
 u

se
, w

it
h

 li
n

e 

m
an

ag
em

en
t 

re
q

u
e

st
ed

 t
o

 in
ve

st
ig

at
e 

w
h

er
e 

th
is

 is
 id

en
ti

fi
ed

. T
h

is
 s

h
o

u
ld

 b
e 

p
u

t 
o

n
 t

h
e 

ag
en

d
a 

fo
r 

a 
fu

tu
re

 m
e

et
in

g 
o

f 
th

e 
In

fo
rm

at
io

n
 

G
o

ve
rn

an
ce

 G
ro

u
p

 (
IG

G
) 

fo
r 

d
is

cu
ss

io
n

, t
o

 id
en

ti
fy

 if
 a

 d
et

ec
ti

ve
 c

o
n

tr
o

l i
s 

w
ar

ra
n

te
d

. 

Im
p

lic
a

ti
o

n
s 

A
t 

a 
h

ig
h

 le
ve

l, 
if

 p
o

lic
y 

p
ro

h
ib

it
io

n
s 

ar
e 

n
o

t 
co

m
p

le
m

en
te

d
 b

y 
d

et
ec

ti
ve

 c
o

n
tr

o
ls

 t
h

en
 it

 is
 le

ss
 li

ke
ly

 t
h

ey
 w

ill
 b

e 
co

m
p

lie
d

 w
it

h
, r

ed
u

ci
n

g
 t

h
e 

va
lu

e 

o
f 

p
ro

h
ib

it
io

n
s 

an
d

 le
av

in
g 

th
e 

u
n

d
er

ly
in

g 
ri

sk
s 

u
n

m
it

ig
at

ed
. 

If
 t

h
er

e 
ar

e 
re

p
ea

te
d

 a
tt

e
m

p
ts

 t
o

 a
cc

e
ss

 b
lo

ck
ed

 c
o

n
te

n
t,

 w
it

h
 n

o
 a

ct
io

n
 t

ak
en

 a
s 

a 
co

n
se

q
u

en
ce

, t
h

en
 t

h
er

e 
is

 a
 r

is
k 

th
at

 e
ve

n
tu

al
ly

 p
er

p
et

ra
to

rs
 

w
ill

 id
en

ti
fy

 a
 w

ay
 t

o
 c

ir
cu

m
n

av
ig

at
e 

th
e 

C
o

u
n

ci
l’s

 a
u

to
m

at
ed

 c
o

n
tr

o
ls

, p
o

te
n

ti
al

ly
 p

la
ci

n
g 

th
e 

en
ti

re
 n

et
w

o
rk

 a
t 

ri
sk

. 

If
 e

xc
es

si
ve

 p
er

so
n

al
 u

se
 is

 n
o

t 
re

p
o

rt
ed

 t
o

 li
n

e 
m

an
ag

e
m

en
t,

 w
it

h
 a

p
p

ro
p

ri
at

e 
fo

llo
w

-u
p

 a
ct

io
n

 t
ak

en
, t

h
en

 s
ta

ff
 w

h
o

 a
re

 n
o

t 
fo

cu
ss

ed
 o

n
 t

h
ei

r 
jo

b
 

re
sp

o
n

si
b
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ti

e
s 

w
ill

 b
e 

ab
le

 t
o

 c
o

n
ti

n
u

e 
th

ei
r 

in
ap

p
ro

p
ri

at
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