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Adult Social Care Contracts 

Application System: SAP 
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Benefit Payments 

Contracts/Grant Sourced Spend 

Corporate Governance/Service Planning 
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Development Control 
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Housing / Safe & Secure Homes 

Information Management/IG Toolkit 

IT Governance and Asset Management 

IT: Alignment with Business Need 
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Local Taxation (Council Tax and NDR) 

Public Health 
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Regeneration/Strategic Support 
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Treasury Management 

Vanguard 

Sc
o

p
e 

ag
re

ed
 p

ri
o

r 
to

 f
ie

ld
w

o
rk

 
co

m
m

en
ci

n
g?

 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 

Ex
it

 m
ee

ti
n

g 
h

el
d

? 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 

D
ra

ft
 r

ep
o

rt
 is

su
ed

 w
it

h
in

 1
0

 
w

o
rk

in
g 

d
ay

s 
o

f 
co

m
p

le
ti

o
n

 o
f 

ex
it

 m
e

et
in

g?
 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

D
ra

ft
 r

ep
o

rt
 is

su
ed

 w
it

h
in

 1
0

 
w

o
rk

in
g 

d
ay

s 
o

f 
re

ce
iv

in
g 

d
o

cu
m

en
ta

ti
o

n
 f

ro
m

 a
u

d
it

ee
? 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

M
an

ag
em

en
t 

re
sp

o
n

se
 r

ec
ei

ve
d

? 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 

Fi
n

al
 r

ep
o

rt
 is

su
ed

 w
it

h
in

 f
iv

e 
w

o
rk

in
g 

d
ay

s 
o

f 
ag

re
em

en
t 

o
f 

m
an

ag
em

en
t 

re
sp

o
n

se
? 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

n
/a

 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

Y 
Y 

C
lie

n
t 

sa
ti

sf
ac

ti
o

n
 s

u
rv

ey
 s

co
re

 (
if

 
re

ce
iv

ed
)?

 
1

0
 

9
.8

 
- 

6
.5

 
- 

9
.2

 
- 

9
 

7
.5

 
- 

- 
8

.6
 

- 
9

.6
 

1
0

 
7

.6
 

8
 

- 
9

.2
 

1
0

 
5

 
- 

- 
- 

  

 A
p

p
en

d
ix

 D
:  

In
te

rn
a

l a
u

d
it

 p
er

fo
rm

a
n

ce
 a

g
a

in
st

 k
ey

 p
er

fo
rm

a
n

ce
 in

d
ic

a
to

rs
 2

0
1

7
/1

8
 

 

C - 17



Asset Management 

Commercial Strategy/Income Generation 

Contract Monitoring 

Cross Services Outcomes  

Domiciliary Care  

GDPR/Data Sharing  

Home to School Transport  

Houses with Multiple Occupation  

Income Collection 

IT General Controls (ITGC)  

Key Financial Systems (KFS)  

Local Care Plan  

Looked After Children  

Parking  

Project Management  

Regulatory Compliance  

Schools  

Social Media/CCTV  

Special Educational Needs and Disability (SEND) 

Third Party Relationship Governance  

Sc
o

p
e 

ag
re

ed
 p

ri
o

r 
to

 f
ie

ld
w

o
rk

 
co

m
m

en
ci

n
g?

 
Y 

- 
- 

- 
Y 

Y 
Y 

Y 
- 

Y 
- 

- 
Y 

Y 
- 

Y 
Y 

Y 
Y 

- 

Ex
it

 m
ee

ti
n

g 
h

el
d

? 
- 

- 
- 

- 
- 

- 
Y 

Y 
- 

Y 
- 

- 
- 

Y 
- 

- 
Y 

Y 
- 

D
ra

ft
 r

ep
o

rt
 is

su
ed

 w
it

h
in

 1
0

 
w

o
rk

in
g 

d
ay

s 
o

f 
co

m
p

le
ti

o
n

 o
f 

ex
it

 m
e

et
in

g?
 

- 
- 

- 
- 

- 
- 

Y 
Y 

- 
Y 

- 
- 

- 
Y 

- 
- 

- 
Y 

Y 
- 

D
ra

ft
 r

ep
o

rt
 is

su
ed

 w
it

h
in

 1
0

 
w

o
rk

in
g 

d
ay

s 
o

f 
re

ce
iv

in
g 

d
o

cu
m

en
ta

ti
o

n
 f

ro
m

 a
u

d
it

ee
? 

- 
- 

- 
- 

- 
- 

Y 
Y 

- 
Y 

- 
- 

- 
Y 

- 
- 

- 
y 

Y 
- 

M
an

ag
em

en
t 

re
sp

o
n

se
 r

ec
ei

ve
d

? 
-

- 
- 

- 
- 

- 
- 

- 
- 

Y 
- 

- 
- 

Y 
- 

- 
- 

- 
- 

Fi
n

al
 r

ep
o

rt
 is

su
ed

 w
it

h
in

 f
iv

e 
w

o
rk

in
g 

d
ay

s 
o

f 
ag

re
em

en
t 

o
f 

m
an

ag
em

en
t 

re
sp

o
n

se
? 

- 
- 

- 
- 

- 
- 

- 
- 

- 
Y 

- 
- 

- 
Y 

- 
- 

- 
- 

- 
- 

C
lie

n
t 

sa
ti

sf
ac

ti
o

n
 s

u
rv

ey
 s

co
re

 (
if

 
re

ce
iv

ed
)?

 
- 

- 
- 

- 
- 

- 
- 

- 
- 

1
0

 
- 

- 
- 

8
.4

 
- 

- 
- 

- 
- 

- 

 A
p

p
en

d
ix

 E
:  

In
te

rn
a

l a
u

d
it

 p
er

fo
rm

a
n

ce
 a

g
a

in
st

 k
ey

 p
er

fo
rm

a
n

ce
 in

d
ic

a
to

rs
 2

0
1

8
/1

9
 

C - 18



In
te

rn
a

l A
u

d
it

 R
ep

o
rt

 2
0

1
8

/1
9

 

IT
 G

en
er

al
 C

o
n

tr
o

ls
 1

8
-1

9
-0

3
 

Is
le

 o
f 

W
ig

h
t 

C
o

u
n

ci
l 

FI
N

A
L 

O
ct

o
b

er
 2

0
1

8
 

    C - 19



 Th
e 

d
o

cu
m

en
t 

h
as

 b
ee

n
 p

re
p

ar
ed

 s
o

le
ly

 f
o

r 
th

e 
u

se
 o

f 
th

e 
A

u
d

it
 C

o
m

m
it

te
e 

o
f 

th
e 

Is
le

 o
f 

W
ig

h
t 

C
o

u
n

ci
l i

n
 a

cc
o

rd
an

ce
 w

it
h

 t
h

e 
ac

co
rd

an
ce

 w
it

h
 t

h
e 

ag
re

em
en

t 
b

et
w

ee
n

 t
h

e 
Is

le
 o

f 

W
ig

h
t 

C
o

u
n

ci
l a

n
d

 P
w

C
 d

at
ed

 2
7

th
 N

o
ve

m
b

er
 2

0
15

. T
h

e 
w

o
rk

 w
as

 p
er

fo
rm

ed
 in

 a
cc

o
rd

an
ce

 w
it

h
 t

h
e 

Is
le

 o
f 

W
ig

h
t 

C
o

u
n

ci
l’s

 in
te

rn
al

 a
u

d
it

 m
et

h
o

d
o

lo
gy

 a
n

d
 t

h
e 

fi
n

d
in

gs
 r

e
p

o
rt

ed
 t

o
 t

h
e 

C
h

ie
f 

In
te

rn
al

 A
u

d
it

o
r,

 w
h

o
 r

em
ai

n
s 

re
sp

o
n

si
b

le
 f

o
r 

th
e 

fi
n

al
 c

o
n

cl
u

si
o

n
s 

an
d

 r
at

in
gs

 a
ss

ig
n

ed
 t

h
er

ei
n

. P
w

C
 a

cc
ep

ts
 n

o
 li

ab
ili

ty
 (

in
cl

u
d

in
g 

fo
r 

n
eg

lig
en

ce
) 

to
 a

n
yo

n
e 

el
se

 in
 c

o
n

n
ec

ti
o

n
 

w
it

h
 it

s 
w

o
rk

 o
r 

th
is

 d
o

cu
m

en
t,

 a
n

d
 it

 m
ay

 n
o

t 
b

e 
p

ro
vi

d
ed

 t
o

 a
n

yo
n

e 
el

se
. 

 Th
is

 r
ep

o
rt

 h
as

 b
ee

n
 is

su
ed

 in
 d

ra
ft

 a
n

d
 t

h
er

ef
o

re
 f

in
d

in
gs

 a
re

 s
u

b
je

ct
 t

o
 a

m
e

n
d

m
e

n
t 

o
r 

w
it

h
d

ra
w

al
. O

u
r 

d
e

fi
n

it
iv

e
 c

o
n

cl
u

si
o

n
s 

w
ill

 b
e

 t
h

o
se

 c
o

n
ta

in
e

d
 in

 t
h

e
 f

in
al

 r
e

p
o

rt
. 

  

C
o

n
te

n
ts

 
 

 Ex
e

cu
ti

ve
 s

u
m

m
ar

y 
 

D
et

ai
le

d
 C

u
rr

en
t 

Ye
ar

 F
in

d
in

gs
  

A
p

p
en

d
ix

 A
:  

B
as

is
 o

f 
o

u
r 

C
la

ss
if

ic
at

io
n

s  
 

A
p

p
en

d
ix

 B
:  

Te
rm

s 
o

f 
R

ef
er

en
ce

  

A
p

p
en

d
ix

 C
:  

Li
m

it
at

io
n

s 
&

 R
es

p
o

n
si

b
ili

ti
es

  

 D
is

tr
ib

u
ti

o
n

 L
is

t 

 

Fo
r 

a
ct

io
n

 
 

C
la

ir
e 

Sh
an

d
, H

ea
d

 o
f 

R
e

so
u

rc
es

 

G
av

in
 M

u
n

ca
st

er
, H

ea
d

 o
f 

IT
 

Fo
r 

in
fo

rm
a

ti
o

n
 

 

El
iz

ab
et

h
 G

o
o

d
w

in
, C

h
ie

f 
In

te
rn

al
 A

u
d

it
o

r 

 

 C - 20



C
la

ss
if

ic
a

ti
o

n
 

Tr
en

d
 

B
y 

ty
p

e 
B

y 
sc

o
p

e 
a

re
a

 

  

H
ig

h
 

R
is

k 

   
 W

e
 h

av
e

 n
o

t 

p
re

vi
o

u
sl

y 
ca

rr
ie

d
 

o
u

t 
a 

re
vi

e
w

 w
it

h
 

an
 e

q
u

iv
a

le
n

t 

sc
o

p
e
 

 
C

o
n

tr
o

l  

d
es

ig
n

 

O
p

er
at

in
g 

ef
fe

ct
iv

en
e

ss
 

To
ta

l 

C
ri

ti
ca

l 
0

 
0

 
0

 

H
ig

h
 

1
 

1
 

2
 

M
e

d
iu

m
 

1
 

0
 

1
 

Lo
w

 
1

 
0

 
1

 

A
d

vi
so

ry
 

0
 

0
 

0
 

 

 
 

C
ri

ti
ca

l 
H

ig
h

 
M

e
d

iu
m

 
Lo

w
 

A
d

vi
so

ry
 

 
Fr

am
ew

o
rk

 
0

 
1

 
0

 
1

 
0

 

 
A

u
to

m
at

ed
 C

o
n

tr
o

ls
 

0
 

0
 

1
 

0
 

0
 

 
IT

 D
is

as
te

r 
R

ec
o

ve
ry

 
0

 
1

 
0

 
0

 
0

 

 
 

 
 

 
 

 
 

 

To
ta

l f
in

d
in

g
s:

 4
 

 Su
m

m
a

ry
 o

f 
fi

n
d

in
g

s 

IT
 G

en
er

al
 C

o
n

tr
o

ls
 a

re
 t

h
e 

IT
 c

o
n

tr
o

ls
 w

h
ic

h
 a

re
 a

p
p

lic
ab

le
 a

cr
o

ss
 a

n
 o

rg
an

is
at

io
n

, t
o

 e
n

su
re

 t
h

at
 t

h
e 

IT
 e

n
vi

ro
n

m
en

t 
is

 s
ta

b
le

, a
va

ila
b

le
 a

n
d

 s
ec

u
re

; 
ef

fe
ct

iv
el

y 
to

 e
n

su
re

 t
h

at
 it

 c
an

 b
e 

re
lie

d
 o

n
 

to
 s

u
p

p
o

rt
 s

er
vi

ce
 d

el
iv

e
ry

. M
an

y 
o

f 
th

es
e 

co
n

tr
o

ls
 a

re
 c

o
ve

re
d

 a
s 

p
ar

t 
o

f 
m

o
re

 s
p

ec
if

ic
 r

e
vi

e
w

s,
 f

o
r 

ex
am

p
le

 f
o

cu
ss

ed
 o

n
 h

o
w

 a
n

 in
d

iv
id

u
al

 c
o

rp
o

ra
te

 a
p

p
lic

at
io

n
 s

u
ch

 a
s 

SA
P

 is
 m

an
ag

ed
. T

h
is

 
re

vi
ew

 t
h

er
ef

o
re

 f
o

cu
ss

ed
 o

n
 a

 s
u

b
se

t 
o

f 
th

e 
o

ve
ra

rc
h

in
g 

IT
 G

en
er

al
 C

o
n

tr
o

ls
, a

s 
b

el
o

w
: 


 

Fr
a

m
ew

o
rk

: c
o

n
fi

rm
in

g 
th

at
 a

n
 a

p
p

ro
p

ri
at

e 
p

o
lic

y 
se

t,
 c

o
ve

ri
n

g 
ar

ea
s 

su
ch

 a
s 

ex
p

ec
ta

ti
o

n
 o

f 
st

af
f 

re
ga

rd
in

g 
se

cu
ri

ty
 a

n
d

 a
cc

ep
ta

b
le

 u
se

 a
re

 in
 p

la
ce

, t
h

at
 t

h
es

e 
ar

e 
su

it
ab

ly
 a

va
ila

b
le

 
an

d
 a

re
 s

u
p

p
o

rt
ed

, f
o

r 
ex

am
p

le
 t

h
ro

u
gh

 a
p

p
ro

p
ri

at
e 

tr
ai

n
in

g.
 


 

A
u

to
m

a
te

d
 C

o
n

tr
o

ls
: c

o
n

fi
rm

in
g 

th
at

, w
h

er
ev

e
r 

p
o

ss
ib

le
, a

u
to

m
at

ed
 t

ec
h

n
o

lo
gy

 is
 u

se
d

 t
o

 s
u

p
p

o
rt

 g
o

o
d

 p
ra

ct
ic

e,
 f

o
r 

ex
am

p
le

 s
u

ff
ic

ie
n

tl
y 

co
m

p
le

x 
p

as
sw

o
rd

s,
 w

it
h

 r
ep

o
rt

s 
ru

n
 a

n
d

 
ac

te
d

 u
p

o
n

 t
o

 d
et

ec
t 

ac
ti

o
n

s 
in

 c
o

n
tr

av
en

ti
o

n
 o

f 
p

o
lic

y.
 


 

IT
 D

is
a

st
er

 R
ec

o
ve

ry
: c

o
n

fi
rm

in
g 

th
at

 t
h

er
e 

is
 a

n
 u

p
 t

o
 d

at
e 

IT
 D

is
as

te
r 

R
ec

o
ve

ry
 P

la
n

 in
 p

la
ce

, s
ig

n
ed

 o
ff

 b
y 

se
n

io
r 

m
an

ag
em

en
t,

 w
it

h
 a

p
p

ro
p

ri
at

e 
su

p
p

o
rt

in
g 

m
ec

h
an

is
m

s 
to

 e
n

su
re

 
th

at
 it

 w
ill

 w
o

rk
 if

 n
ee

d
ed

, f
o

r 
ex

am
p

le
 r

eg
u

la
r 

b
ac

ku
p

s,
 t

es
ti

n
g 

an
d

 c
o

n
tr

ac
ts

 w
it

h
 t

h
ir

d
 p

ar
ti

es
. 

Th
e 

co
n

cl
u

si
o

n
 o

f 
o

u
r 

re
vi

ew
 is

 la
rg

el
y 

p
o

si
ti

ve
 f

ro
m

 a
 c

o
n

tr
o

l d
es

ig
n

 p
er

sp
ec

ti
ve

. W
h

ile
 t

h
er

e 
ar

e 
en

h
an

ce
m

en
ts

 w
h

ic
h

 c
o

u
ld

 b
e 

im
p

le
m

en
te

d
, f

o
r 

ex
am

p
le

 g
re

at
er

 f
o

rm
al

it
y 

as
 t

o
 w

h
en

 
ex

ce
ss

iv
e 

st
af

f 
p

er
so

n
al

 u
se

 is
 f

la
gg

ed
 t

o
 li

n
e 

m
an

ag
em

en
t,

 t
h

e 
co

re
 c

o
n

te
n

t 
o

f 
p

o
lic

ie
s,

 t
h

e 
IT

 D
is

as
te

r 
R

ec
o

ve
ry

 P
la

n
 a

n
d

 a
u

to
m

at
ed

 c
o

n
tr

o
ls

 is
 in

 li
n

e 
w

it
h

 g
o

o
d

 p
ra

ct
ic

e.
 In

 p
ar

ti
cu

la
r 

In
te

rn
al

 
A

u
d

it
 n

o
te

s 
th

at
 t

h
e 

au
to

m
at

ed
 c

o
n

tr
o

ls
 t

h
e 

C
o

u
n

ci
l h

as
 im

p
le

m
en

te
d

 o
n

 it
s 

n
et

w
o

rk
, f

o
r 

ex
am

p
le

 e
n

cr
yp

ti
n

g 
la

p
to

p
 h

ar
d

 d
ri

ve
s 

an
d

 b
lo

ck
in

g 
ac

ce
ss

 t
o

 lo
ca

l r
em

o
va

b
le

 s
to

ra
ge

, a
re

 in
 li

n
e 

w
it

h
 

go
o

d
 p

ra
ct

ic
e 

ex
p

ec
ta

ti
o

n
s 

an
d

 w
e 

d
id

 n
o

t 
id

en
ti

fy
 a

n
y 

si
gn

if
ic

an
t 

ga
p

s.
 

O
u

r 
co

n
cl

u
si

o
n

 r
eg

ar
d

in
g 

th
e 

ef
fe

ct
iv

en
e

ss
 o

f 
ar

ra
n

ge
m

en
ts

 is
 le

ss
 p

o
si

ti
ve

. T
h

e 
co

m
p

le
ti

o
n

 r
at

es
 f

o
r 

m
an

d
at

o
ry

 IT
 s

ec
u

ri
ty

 t
ra

in
in

g 
is

 e
xt

re
m

el
y 

p
o

o
r,

 f
o

llo
w

in
g 

o
n

 f
ro

m
 a

 s
im

ila
r 

is
su

e 
b

ei
n

g 
id

en
ti

fi
ed

 in
 o

u
r 

2
0

1
7

/1
8

 r
e

vi
ew

 o
f 

In
fo

rm
at

io
n

 S
ec

u
ri

ty
, w

h
ile

 a
 f

o
rm

al
 IT

 D
is

as
te

r 
R

ec
o

ve
ry

 e
xe

rc
is

e 
h

as
 n

o
t 

ta
ke

n
 p

la
ce

 f
o

r 
a 

n
u

m
b

er
 o

f 
ye

ar
s.

 W
e 

h
av

e 
d

o
cu

m
en

te
d

 o
u

r 
w

o
rk

 in
 f

o
u

r 
d

et
ai

le
d

 
fi

n
d

in
gs

, s
u

m
m

ar
is

ed
 b

el
o

w
: 

  E
xe

cu
ti

ve
 s

u
m

m
a

ry
 (

1
 o

f 
2

) 

 

C - 21



IT
 S

ec
u

ri
ty

 T
ra

in
in

g
: (

h
ig

h
 r

is
k)

 c
o

m
p

le
ti

o
n

 r
at

e
s 

fo
r 

m
an

d
at

o
ry

 IT
 S

ec
u

ri
ty

 T
ra

in
in

g 
ar

e 
ex

tr
em

e
ly

 p
o

o
r,

 w
it

h
 o

n
ly

 8
%

 o
f 

st
af

f 
h

av
in

g 
re

co
rd

ed
 c

o
m

p
le

ti
o

n
 (

ei
th

er
 in

it
ia

l o
r 

1
2

 m
o

n
th

 r
en

ew
al

) 
as

 

o
f 

th
e 

2
3

rd
 M

ay
 2

0
1

8
. P

o
o

r 
co

m
p

le
ti

o
n

 r
at

e
s 

fo
r 

IT
/I

n
fo

rm
at

io
n

 s
ec

u
ri

ty
 t

ra
in

in
g 

w
as

 a
ls

o
 id

en
ti

fi
ed

 in
 I

n
te

rn
al

 A
u

d
it

’s
  2

0
1

7
/1

8
 In

fo
rm

at
io

n
 M

an
ag

e
m

en
t 

re
p

o
rt

 a
n

d
, w

h
ile

 n
o

t 
d

ir
ec

tl
y 

co
m

p
ar

ab
le

, c
o

m
p

le
ti

o
n

 r
at

es
 d

o
 a

p
p

ea
r 

to
 h

av
e 

d
et

er
io

ra
te

d
 s

in
ce

 t
h

e 
ti

m
e 

o
f 

th
e 

fi
el

d
w

o
rk

 f
o

r 
th

is
 p

ri
o

r 
re

vi
e

w
; t

h
e

 p
ri

o
r 

re
p

o
rt

 id
en

ti
fi

ed
 t

h
at

 3
0

%
 o

f 
st

af
f 

h
ad

 c
er

ti
fi

ed
 c

o
m

p
le

ti
o

n
 o

f 

tr
ai

n
in

g 
at

 t
h

e 
en

d
 o

f 
Se

p
te

m
b

er
 2

0
1

7
. 

C
le

ar
ly

 t
h

is
 is

 a
 s

ig
n

if
ic

an
t 

is
su

e.
 H

av
in

g 
m

an
d

at
o

ry
 t

ra
in

in
g 

w
h

ic
h

 is
 n

o
t 

en
fo

rc
ed

 in
va

lid
at

e
s 

th
e 

va
lu

e 
o

f 
th

e 
co

n
tr

o
l a

n
d

 m
ay

 m
ak

e 
st

af
f 

le
ss

 li
ke

ly
 t

o
 c

o
m

p
ly

 w
it

h
 w

id
er

 m
an

d
at

o
ry

 C
o

u
n

ci
l 

re
q

u
ir

em
en

ts
. S

p
ec

if
ic

 t
o

 IT
 S

ec
u

ri
ty

, i
t 

w
ill

 le
ad

 t
o

 s
ta

ff
 b

ei
n

g 
le

ss
 li

ke
ly

 t
o

 c
o

m
p

ly
 w

it
h

 e
xp

ec
ta

ti
o

n
s 

an
d

 w
ill

 in
cr

ea
se

 t
h

e 
lik

el
ih

o
o

d
 t

h
at

 t
h

e 
C

o
u

n
ci

l’s
 s

ys
te

m
s 

an
d

 t
h

e 
d

at
a 

th
ey

 c
o

n
ta

in
 b

e
in

g 
co

m
p

ro
m

is
ed

. T
h

is
 is

su
e 

n
ee

d
s 

to
 b

e 
es

ca
la

te
d

 t
o

 t
h

e 
C

o
rp

o
ra

te
 M

an
ag

em
en

t 
Te

am
 (

C
M

T)
, w

it
h

 s
an

ct
io

n
s 

ag
re

ed
, f

o
r 

e
xa

m
p

le
 w

it
h

d
ra

w
al

 o
f 

ac
ce

ss
 t

o
 IT

 s
ys

te
m

s,
 c

as
ca

d
ed

 t
o

 li
n

e 
m

an
ag

em
en

t 
if

 t
ra

in
in

g 
is

 n
o

t 
co

m
p

le
te

d
 in

 a
 r

ea
so

n
ab

le
 t

im
ef

ra
m

e
. 

IT
 D

is
a

st
er

 R
ec

o
ve

ry
: (

h
ig

h
 r

is
k)

 w
h

ile
 In

te
rn

al
 A

u
d

it
 d

id
 n

o
t 

id
en

ti
fy

 a
n

y 
si

gn
if

ic
an

t 
is

su
e

s 
w

it
h

 t
h

e 
co

n
te

n
t 

o
f 

th
e 

IT
 D

is
as

te
r 

R
ec

o
ve

ry
 P

la
n

, w
e 

d
id

 n
o

te
 t

h
at

 it
 is

 a
 n

u
m

b
er

 o
f 

ye
ar

s 
si

n
ce

 a
 

fo
rm

al
 p

ro
ce

ss
 h

as
 b

ee
n

 u
n

d
e

rt
ak

en
 t

o
 a

gr
ee

 R
e

co
ve

ry
 T

im
e 

O
b

je
ct

iv
e

s 
(R

TO
, m

ax
im

u
m

 d
o

w
n

ti
m

e)
, R

ec
o

ve
ry

 P
o

in
t 

O
b

je
ct

iv
e

s,
 (

R
P

O
, m

ax
im

u
m

 d
at

a 
lo

ss
) 

an
d

 t
h

e 
p

ri
o

ri
ti

sa
ti

o
n

 o
rd

er
 o

f 

sy
st

e
m

s 
re

st
o

ra
ti

o
n

 w
it

h
 s

er
vi

ce
 a

re
as

. T
h

is
 e

xe
rc

is
e 

sh
o

u
ld

 b
e 

ca
rr

ie
d

 o
u

t,
 t

o
 c

o
n

fi
rm

 t
h

at
 t

h
e 

co
n

te
n

t 
o

f 
th

e 
IT

 D
is

as
te

r 
R

ec
o

ve
ry

 P
la

n
 is

 in
 l

in
e 

w
it

h
 o

rg
an

is
at

io
n

al
 n

ee
d

, w
it

h
 t

h
e 

ke
y 

el
e

m
en

ts
 

p
re

se
n

te
d

 t
o

 t
h

e 
C

M
T 

fo
r 

ap
p

ro
va

l.
 

M
o

re
 s

er
io

u
sl

y,
 w

e 
n

o
te

 t
h

at
 it

 is
 a

t 
le

as
t 

th
re

e 
ye

ar
s 

si
n

ce
 a

 f
o

rm
al

 IT
 D

is
as

te
r 

R
ec

o
ve

ry
 r

eh
ea

rs
al

 h
as

 t
ak

en
 p

la
ce

. C
ar

ry
in

g 
th

es
e 

o
u

t 
p

er
io

d
ic

al
ly

 is
 im

p
o

rt
an

t,
 t

o
 c

o
n

fi
rm

 t
h

at
 t

h
ey

 w
ill

 w
o

rk
 

ef
fe

ct
iv

el
y 

in
 t

h
e 

e
ve

n
t 

o
f 

an
 a

ct
u

al
 c

o
n

ti
n

u
it

y 
in

ci
d

en
t 

an
d

 t
o

 e
n

ab
le

 a
n

y 
is

su
es

 t
o

 b
e 

id
e

n
ti

fi
ed

 a
n

d
 a

d
d

re
ss

ed
. 

Th
e 

C
o

u
n

ci
l i

s 
in

 t
h

e 
p

ro
ce

ss
 o

f 
im

p
le

m
en

ti
n

g 
re

ci
p

ro
ca

l f
ai

l o
ve

r 
ar

ra
n

ge
m

en
ts

 

w
it

h
 t

h
e 

lo
ca

l N
H

S 
Tr

u
st

. T
h

is
 is

 a
t 

an
 a

d
va

n
ce

d
 s

ta
ge

 (
sc

h
e

d
u

le
d

 t
o

 b
e 

co
m

p
le

te
d

 b
y 

O
ct

o
b

er
 2

0
1

8
) 

an
d

 w
ill

 p
ro

vi
d

e 
th

e 
C

o
u

n
ci

l w
it

h
 m

u
ch

 q
u

ic
ke

r 
an

d
 le

ss
 e

rr
o

r 
p

ro
n

e 
fa

il 
o

ve
r 

th
an

 w
o

u
ld

 b
e 

p
o

ss
ib

le
 w

it
h

 m
o

re
 t

ra
d

it
io

n
al

 c
o

n
ti

n
u

it
y 

ar
ra

n
ge

m
en

ts
. 

Su
b

je
ct

 t
o

 a
n

 a
p

p
ro

p
ri

at
e 

SL
A

 w
it

h
 t

h
e 

Tr
u

st
 b

ei
n

g 
in

 p
la

ce
 a

n
d

 t
es

ti
n

g 
d

u
ri

n
g 

th
e 

co
m

m
is

si
o

n
in

g 
p

ro
ce

ss
, t

h
is

 is
 li

ke
ly

 t
o

 m
it

ig
at

e 
th

e 

ri
sk

, h
o

w
e

ve
r 

w
h

ile
 t

h
e 

ar
ra

n
ge

m
en

t 
is

 n
o

t 
in

 p
la

ce
 t

h
e 

is
su

e 
re

m
ai

n
s 

h
ig

h
 r

is
k.

 

D
et

ec
ti

ve
 C

o
n

tr
o

ls
/R

ep
o

rt
in

g
: 

(m
e

d
iu

m
 r

is
k)

 w
h

ile
 e

xc
e

ss
iv

e
 p

er
so

n
al

 u
se

 a
n

d
 a

tt
em

p
ts

 t
o

 a
cc

es
s 

b
lo

ck
ed

 c
o

n
te

n
t 

ar
e 

cl
ea

rl
y 

p
ro

h
ib

it
ed

 in
 IT

 p
o

lic
ie

s 
an

d
 t

h
er

e 
ar

e 
au

to
m

at
ed

 c
o

n
tr

o
ls

 in
 p

la
ce

 

to
 p

re
ve

n
t 

m
o

st
 a

cc
e

ss
 o

f 
in

ap
p

ro
p

ri
at

e 
co

n
te

n
t,

 o
n

ly
 a

d
 h

o
c 

re
p

o
rt

s 
ar

e 
ru

n
 a

n
d

 f
o

rw
ar

d
ed

 t
o

 li
n

e 
m

an
ag

em
en

t 
to

 d
et

ec
t 

th
is

 a
ct

iv
it

y.
  F

u
rt

h
er

m
o

re
, n

o
 e

vi
d

en
ce

 w
as

 p
ro

vi
d

ed
 t

o
 s

h
o

w
 

ap
p

ro
p

ri
at

e 
fo

llo
w

-u
p

 a
ct

io
n

s 
b

ei
n

g 
ta

ke
n

. W
h

ile
 it

 is
 u

n
lik

e
ly

 t
h

at
 t

h
e 

C
o

u
n

ci
l h

as
 a

 s
ig

n
if

ic
an

t 
is

su
e 

w
it

h
 a

ct
iv

it
y 

o
f 

th
is

 t
yp

e
, f

o
r 

ex
am

p
le

 d
u

e 
to

 t
h

e 
au

to
m

at
ed

 p
re

ve
n

ta
ti

ve
 c

o
n

tr
o

ls
 in

 p
la

ce
, 

a 

fo
rm

al
 p

ro
ce

ss
, w

it
h

 a
ct

iv
it

y 
b

an
d

ed
 b

y 
se

ve
ri

ty
 a

n
d

 a
p

p
ro

p
ri

at
e 

fo
llo

w
-u

p
 a

ct
io

n
s 

ag
re

ed
, s

h
o

u
ld

 b
e 

d
es

ig
n

ed
 a

n
d

 a
p

p
ro

ve
d

 b
y 

se
n

io
r 

m
an

ag
em

en
t.

  

Th
e 

p
o

lic
y 

al
so

 id
en

ti
fi

e
s 

th
at

 lo
ca

l h
ar

d
 d

ri
ve

s 
sh

o
u

ld
 o

n
ly

 b
e 

u
se

d
 f

o
r 

te
m

p
o

ra
ry

 f
ile

 s
to

ra
ge

. T
o

 s
u

p
p

o
rt

 t
h

is
, p

ar
ti

cu
la

rl
y 

w
it

h
 t

h
e 

in
cr

ea
se

d
 c

o
n

se
q

u
en

ce
s 

fo
r 

d
at

a 
lo

ss
, r

et
en

ti
o

n
, c

o
n

se
n

t 
an

d
 

o
th

er
 e

xp
ec

ta
ti

o
n

s 
in

tr
o

d
u

ce
d

 b
y 

th
e

 G
en

er
al

 D
at

a 
P

ro
te

ct
io

n
 R

eg
u

la
ti

o
n

 (
G

D
P

R
),

 h
ar

d
 d

ri
ve

 d
at

a 
st

o
ra

ge
 r

eq
u

ir
e

m
en

ts
 s

h
o

u
ld

 b
e 

ad
d

ed
 t

o
 t

h
e 

ag
en

d
a 

fo
r 

a 
fu

tu
re

 m
ee

ti
n

g 
o

f 
th

e
 I

n
fo

rm
at

io
n

 
G

o
ve

rn
an

ce
 G

ro
u

p
 (

IG
G

) 
fo

r 
d

is
cu

ss
io

n
, t

o
 id

en
ti

fy
 if

 d
et

e
ct

iv
e

 c
o

n
tr

o
ls

, f
o

r 
ex

am
p

le
 t

o
 id

en
ti

fy
 la

rg
e 

vo
lu

m
e

s 
o

f 
d

at
a,

 o
r 

d
at

a 
w

h
ic

h
 p

o
te

n
ti

al
ly

 c
o

n
ta

in
s 

p
er

so
n

al
 id

en
ti

fi
er

s,
 a

re
 w

ar
ra

n
te

d
. 

P
o

lic
ie

s:
 (

lo
w

 r
is

k)
 t

h
e 

co
n

te
n

t 
o

f 
th

e 
IT

 p
o

lic
ie

s 
w

e 
re

vi
e

w
e

d
 is

 in
 li

n
e 

w
it

h
 g

o
o

d
 p

ra
ct

ic
e,

 f
o

r 
ex

am
p

le
 h

ig
h

lig
h

ti
n

g 
th

e 
im

p
o

rt
an

ce
 o

f 
sh

u
tt

in
g 

d
o

w
n

 la
p

to
p

s,
 t

o
 e

n
su

re
 t

h
at

 d
ri

ve
 e

n
cr

yp
ti

o
n

 is
 

ef
fe

ct
iv

e;
 In

te
rn

al
 A

u
d

it
 a

ls
o

 n
o

te
s 

th
at

 IT
 p

o
lic

ie
s 

ar
e 

ea
si

ly
 a

va
ila

b
le

 in
 t

h
e 

ke
y 

d
o

cu
m

en
ts

 s
e

ct
io

n
 o

f 
th

e 
in

tr
an

et
. W

e 
id

en
ti

fi
ed

 o
n

e 
p

o
lic

y,
 t

h
e

 IC
T 

El
ec

tr
o

n
ic

 C
o

m
m

u
n

ic
at

io
n

 P
o

lic
y,

 w
h

ic
h

 is
 

o
ve

rd
u

e 
re

vi
ew

 f
ro

m
 F

eb
ru

ar
y 

2
0

1
7

. T
h

is
 s

h
o

u
ld

 b
e 

re
vi

e
w

ed
 a

n
d

 u
p

d
at

ed
 a

t 
th

e 
ea

rl
ie

st
 o

p
p

o
rt

u
n

it
y.

 W
e 

al
so

 n
o

te
 t

h
at

 s
ec

ti
o

n
 1

6
.1

.7
 o

f 
th

e 
IT

 S
ec

u
ri

ty
 P

o
lic

y 
is

 n
o

t 
ex

p
lic

it
 r

eg
ar

d
in

g 
re

q
u

ir
in

g 
th

e 
in

vo
lv

em
en

t 
o

f 
IT

 in
 a

p
p

ro
vi

n
g 

an
d

 c
o

n
fi

gu
ri

n
g 

Sa
aS

 (
So

ft
w

ar
e 

as
 a

 S
er

vi
ce

) 
o

r 
cl

o
u

d
 b

as
ed

 s
ys

te
m

s.
 T

o
 r

em
o

ve
 a

n
y 

am
b

ig
u

it
y 

th
is

 c
la

u
se

 o
f 

th
e 

P
o

lic
y 

sh
o

u
ld

 b
e 

u
p

d
at

ed
 t

o
 m

ak
e 

th
is

 
re

q
u

ir
em

en
t 

e
xp

lic
it

. 

M
an

ag
e

m
e

n
t 

R
e

sp
o

n
se

 

W
h

ile
 t

h
e 

C
o

u
n

ci
l r

e
co

gn
is

es
 t

h
e 

is
su

es
 h

ig
h

lig
h

te
d

 in
 t

h
is

 r
e

p
o

rt
 w

e 
ar

e 
d

is
ap

p
o

in
te

d
 t

h
at

 IT
 D

is
as

te
r 

R
ec

o
ve

ry
 h

as
 b

e
e

n
 r

at
ed

 'h
ig

h
 r

is
k'

. S
p

ec
if

ic
al

ly
 d

u
ri

n
g 

2
0

1
7

/1
8

 t
h

er
e 

h
av

e 
b

e
en

 t
w

o
 

o
cc

as
io

n
s 

o
n

 w
h

ic
h

 IT
 D

is
as

te
r 

R
ec

o
ve

ry
 a

rr
an

ge
m

en
ts

 h
av

e 
b

ee
n

 in
vo

ke
d

 a
n

d
 h

av
e 

fu
n

ct
io

n
ed

 e
ff

ec
ti

ve
ly

. O
n

 t
h

e 
2

1
st

 D
ec

e
m

b
er

 2
0

1
7

, d
u

e 
to

 a
 g

en
er

at
o

r 
fa

ilu
re

 a
n

d
 o

n
 t

h
e 

1
2

th
 D

ec
e

m
b

er
 

2
0

1
7

, d
u

e 
to

 in
co

rr
ec

t 
te

le
p

h
o

n
y 

p
o

rt
in

g;
 n

o
 in

ci
d

en
ts

 d
u

ri
n

g 
th

is
 d

at
e 

h
av

e 
w

ar
ra

n
te

d
 in

vo
ki

n
g 

IT
 D

is
as

te
r 

R
ec

o
ve

ry
 a

rr
an

ge
m

en
ts

. 

 C - 22



Th
e 

re
p

o
rt

 a
ls

o
 r

ef
er

en
ce

s 
p

la
n

s 
th

e 
C

o
u

n
ci

l h
as

 t
o

 im
p

le
m

e
n

t 
re

ci
p

ro
ca

l a
rr

an
ge

m
en

ts
 w

it
h

 t
h

e 
N

H
S 

Tr
u

st
. W

e 
ar

e 
p

le
as

ed
 t

o
 r

ep
o

rt
 t

h
at

 t
h

e 
Tr

u
st

's
 f

ai
lo

ve
r 

si
te

 a
t 

C
o

u
n

ty
 H

al
l i

s 
n

o
w

 f
u

lly
 

o
p

er
at

io
n

al
, w

it
h

 t
h

e 
C

o
u

n
ci

l's
 f

ai
lo

ve
r 

si
te

 a
t 

th
e 

Tr
u

st
 d

u
e 

to
 b

e 
co

m
m

is
si

o
n

ed
 s

h
o

rt
ly

. 

W
e 

w
o

u
ld

 li
ke

 t
o

 t
ak

e 
th

is
 o

p
p

o
rt

u
n

it
y 

to
 t

h
an

k 
Is

le
 o

f 
W

ig
h

t 
C

o
u

n
ci

l s
ta

ff
 f

o
r 

th
e

ir
 h

el
p

 a
n

d
 a

ss
is

ta
n

ce
 w

it
h

 t
h

is
 r

e
vi

e
w

. 

  C - 23



C
u

rr
en

t 
ye

a
r 

fi
n

d
in

g
s 

(1
 o

f 
4

) 

 

IT
 S

ec
u

ri
ty

 T
ra

in
in

g
 

O
p

er
a

ti
n

g
 E

ff
e

ct
iv

en
es

s 

1
  

H
ig

h
 

     
 

Fi
n

d
in

g
 a

n
d

 r
o

o
t 

ca
u

se
 

Th
er

e 
ar

e 
m

an
d

at
o

ry
 e

-l
ea

rn
in

g 
m

o
d

u
le

s 
co

ve
ri

n
g 

In
fo

rm
at

io
n

 S
ec

u
ri

ty
, P

ro
te

ct
iv

e 
M

ar
ki

n
g 

an
d

 IC
T 

p
o

lic
ie

s.
 C

u
rr

en
t 

co
m

p
lia

n
ce

 r
at

e
s 

fo
r 

2
0

1
7

/1
8

 

ar
e 

su
m

m
ar

is
ed

 b
el

o
w

: 

 
In

fo
rm

at
io

n
 S

e
cu

ri
ty

 
P

ro
te

ct
iv

e
 M

ar
ki

n
g 

IC
T 

P
o

lic
ie

s 

C
o

m
p

le
te

d
 

1
6

5
 

1
4

1
 

1
3

5
 

Ex
p

ir
ed

 
3

6
3

 
3

9
2

 
3

4
1

 

In
 p

ro
gr

es
s 

3
4

 
1

5
 

6
 

N
o

t 
st

ar
te

d
 

1
1

1
9

 
1

1
4

2
 

1
2

0
9

 

R
ep

o
rt

 r
u

n
 o

n
 t

h
e 

2
3

rd
 M

a
y 

2
0

1
8

 

Fr
o

m
 a

n
 IT

 s
ec

u
ri

ty
 p

er
sp

ec
ti

ve
 t

h
e 

tr
ai

n
in

g 
re

ga
rd

in
g 

IC
T 

P
o

lic
ie

s 
is

 t
h

e 
m

o
st

 im
p

o
rt

an
t,

 a
lt

h
o

u
gh

 In
fo

rm
at

io
n

 S
ec

u
ri

ty
 a

n
d

 P
ro

te
ct

iv
e 

M
ar

ki
n

g 

tr
ai

n
in

g 
ar

e 
al

so
 r

el
ev

an
t 

to
 e

n
su

ri
n

g 
th

at
 t

h
e 

C
o

u
n

ci
l’s

 s
ys

te
m

s 
an

d
 t

h
e 

d
at

a 
th

ey
 c

o
n

ta
in

 a
re

 ‘s
ec

u
re

’.
  

Fo
r 

co
n

te
xt

 In
te

rn
al

 A
u

d
it

 a
ls

o
 r

ev
ie

w
ed

 t
ra

in
in

g 
co

m
p

le
ti

o
n

 r
at

es
 a

s 
p

ar
t 

o
f 

o
u

r 
2

0
1

7
/1

8
 r

ev
ie

w
 o

f 
In

fo
rm

at
io

n
 S

e
cu

ri
ty

. T
h

e 
fi

el
d

w
o

rk
 f

o
r 

th
is

 

p
ri

o
r 

re
vi

ew
 w

as
 c

ar
ri

ed
 o

u
t 

in
 S

ep
te

m
b

er
 2

0
1

7
. D

u
e 

to
 t

h
e 

ti
m

e 
el

ap
se

d
 s

in
ce

 t
h

e 
ti

m
e 

o
f 

th
is

 f
ie

ld
w

o
rk

 it
 is

 n
o

t 
p

o
ss

ib
le

 t
o

 d
ir

ec
tl

y 
co

m
p

ar
e 

co
m

p
le

ti
o

n
 r

at
e

s.
 H

o
w

ev
er

 t
h

e 
p

o
si

ti
o

n
 h

as
 w

o
rs

en
ed

 s
in

ce
 t

h
e 

ti
m

e 
o

f 
o

u
r 

la
st

 r
ev

ie
w

, w
it

h
 t

h
e 

cu
rr

en
t 

p
o

si
ti

o
n

 b
ei

n
g 

th
at

 o
n

ly
 8

%
 o

f 
st

af
f 

h
av

in
g 

re
co

rd
ed

 c
o

m
p

le
ti

o
n

 o
f 

m
an

d
at

o
ry

 IC
T 

P
o

lic
y 

tr
ai

n
in

g.
 T

h
is

 c
o

m
p

ar
e

s 
to

 3
0

%
 a

t 
th

e 
ti

m
e 

o
f 

o
u

r 
la

st
 r

ev
ie

w
. 

W
h

ile
 In

te
rn

al
 A

u
d

it
 w

as
 in

fo
rm

ed
 t

h
at

 t
h

er
e 

is
 a

 n
e

w
 s

et
 o

f 
tr

ai
n

in
g 

in
 t

h
e 

p
ro

ce
ss

 o
f 

b
e

in
g 

p
ro

vi
d

ed
 t

o
 s

u
p

p
o

rt
 G

D
P

R
 (

G
en

er
al

 D
at

a 
P

ro
te

ct
io

n
 

R
eg

u
la

ti
o

n
) 

co
m

p
lia

n
ce

, t
h

is
 is

 s
ep

ar
at

e 
to

 t
h

e 
tr

ai
n

in
g 

su
m

m
ar

is
ed

 a
b

o
ve

. S
p

ec
if

ic
al

ly
, r

e
ga

rd
in

g 
th

e 
sc

o
p

e 
o

f 
th

is
 r

e
vi

e
w

, i
t 

is
 f

o
cu

ss
ed

 o
n

 

‘in
fo

rm
at

io
n

’,
 r

at
h

er
 t

h
an

 m
o

re
 g

en
er

al
 ‘I

T’
 s

e
cu

ri
ty

 p
ra

ct
ic

e.
 

C
le

ar
ly

 h
av

in
g 

tr
ai

n
in

g 
id

en
ti

fi
ed

 a
s 

m
an

d
at

o
ry

, w
h

ic
h

 is
 t

h
e

n
 n

o
t 

co
m

p
le

te
d

 b
y 

th
e 

m
aj

o
ri

ty
 o

f 
st

af
f 

w
it

h
 n

o
 c

o
n

se
q

u
en

ce
s,

 w
ill

 im
p

ac
t 

o
n

 b
o

th
 t

h
e 

IT
 s

ec
u

ri
ty

 p
ra

ct
ic

e 
o

f 
st

af
f 

an
d

 t
h

ei
r 

p
er

ce
p

ti
o

n
 o

f 
h

o
w

 im
p

o
rt

an
t 

co
m

p
le

ti
n

g 
tr

ai
n

in
g 

ac
tu

al
ly

 is
. T

h
is

 is
su

e 
n

ee
d

s 
to

 b
e 

e
sc

al
at

ed
 t

o
 t

h
e 

C
o

rp
o

ra
te

 

M
an

ag
em

en
t 

Te
am

. I
f 

th
e 

tr
ai

n
in

g 
is

 c
o

n
fi

rm
ed

 a
s 

ge
n

u
in

el
y 

m
an

d
at

o
ry

 t
h

en
 t

h
is

 r
eq

u
ir

em
en

t 
n

ee
d

s 
to

 b
e 

ca
sc

ad
ed

 t
o

 li
n

e 
m

an
ag

e
m

en
t,

 w
it

h
 

co
m

p
le

ti
o

n
 r

at
e

s 
cl

o
se

ly
 m

o
n

it
o

re
d

 u
n

ti
l t

h
e 

co
m

p
le

ti
o

n
 r

at
es

 im
p

ro
ve

. F
u

rt
h

er
 a

ct
io

n
 t

o
 a

d
d

re
ss

 n
o

n
-c

o
m

p
le

ti
o

n
 a

ls
o

 n
ee

d
s 

to
 b

e 
co

n
si

d
er

ed
, f

o
r 

ex
am

p
le

 w
it

h
d

ra
w

in
g 

ac
ce

ss
 t

o
 IT

 s
ys

te
m

s 
u

n
ti

l t
ra

in
in

g 
is

 c
o

m
p

le
te

d
 o

r 
p

o
te

n
ti

al
ly

 d
is

ci
p

lin
ar

y 
ac

ti
o

n
. 

W
e 

al
so

 n
o

te
 t

h
at

 t
h

e 
re

q
u

ir
em

en
t 

fo
r 

st
af

f 

to
 r

ec
o

m
p

le
te

 IT
 S

ec
u

ri
ty

 t
ra

in
in

g 
an

n
u

al
ly

 m
ay

 b
e 

u
n

re
al

is
ti

c 
an

d
/o

r 
u

n
n

ec
es

sa
ry

. I
n

cr
e

as
in

g 
th

is
 in

te
rv

al
 t

o
 t

ri
en

n
ia

lly
 s

h
o

u
ld

 b
e 

co
n

si
d

er
ed

. 

 

C - 24



        

Im
p

lic
a

ti
o

n
s 

A
t 

a 
h

ig
h

 le
ve

l h
av

in
g 

m
an

d
at

o
ry

 t
ra

in
in

g 
w

h
ic

h
 is

 n
o

t 
en

fo
rc

ed
 n

eg
at

e
s 

th
e 

p
u

rp
o

se
 o

f 
m

an
d

at
o

ry
 t

ra
in

in
g,

 le
av

e
s 

th
e 

u
n

d
er

ly
in

g 
ri

sk
 u

n
ad

d
re

ss
ed

 

an
d

 w
ill

 im
p

ac
t 

o
n

 s
ta

ff
 p

e
rc

e
p

ti
o

n
 o

f 
w

h
at

 t
h

e 
C

o
u

n
ci

l’s
 e

xp
ec

ta
ti

o
n

 o
f 

th
em

 is
. 

Sp
ec

if
ic

 t
o

 IT
 S

e
cu

ri
ty

 T
ra

in
in

g,
 s

ta
ff

 w
ill

 b
e 

le
ss

 li
ke

ly
 t

o
 u

n
d

er
st

an
d

 r
eq

u
ir

e
m

en
ts

 a
n

d
 c

o
m

p
ly

 w
it

h
 t

h
em

, p
u

tt
in

g 
th

e 
C

o
u

n
ci

l’s
 s

ys
te

m
s 

an
d

 t
h

e 

d
at

a 
th

ey
 c

o
n

ta
in

 a
t 

in
cr

ea
se

d
 r

is
k.

 

A
ct

io
n

 p
la

n
 

Th
e 

H
ea

d
 o

f 
IT

 in
 c

o
lla

b
o

ra
ti

o
n

 w
it

h
 t

h
e 

H
ea

d
 o

f 
R

es
o

u
rc

es
 w

ill
: 

 


 

R
ev

is
it

 b
o

th
 t

h
e 

n
ee

d
 f

o
r 

IT
 S

e
cu

ri
ty

 t
ra

in
in

g 
to

 b
e 

m
an

d
at

o
ry

 

an
d

 t
h

e 
in

te
rv

al
 a

t 
w

h
ic

h
 it

 n
ee

d
s 

to
 b

e 
re

-c
o

m
p

le
te

d
, t

o
 

co
n

fi
rm

 t
h

e
se

 a
re

 in
 li

n
e 

w
it

h
 o

rg
an

is
at

io
n

al
 n

ee
d

. 


 

H
ig

h
lig

h
t 

th
e 

cu
rr

en
t 

p
o

si
ti

o
n

 t
o

 C
M

T,
 w

it
h

 t
h

e 
ex

p
ec

ta
ti

o
n

 

th
at

 t
h

e 
re

q
u

ir
em

en
t 

w
ill

 b
e 

re
-c

as
ca

d
ed

 t
o

 li
n

e 

m
an

ag
em

en
t,

 w
it

h
 c

le
ar

 s
an

ct
io

n
s 

ag
re

ed
 if

 t
ra

in
in

g 
is

 n
o

t 

co
m

p
le

te
d

 w
it

h
in

 a
 r

ea
so

n
ab

le
 t

im
e

fr
am

e,
 f

o
r 

ex
am

p
le

 t
h

re
e 

m
o

n
th

s,
 s

u
ch

 a
s 

w
it

h
d

ra
w

al
 o

f 
ac

ce
ss

 t
o

 IT
 s

ys
te

m
s.

 

 

R
es

p
o

n
si

b
le

 p
er

so
n

/t
it

le
 

G
av

in
 M

u
n

ca
st

er
, H

ea
d

 o
f 

IT
 

C
la

ir
e 

Sh
an

d
, H

ea
d

 o
f 

R
e

so
u

rc
es

 

Ta
rg

et
 d

a
te

 

N
o

ve
m

b
er

 2
0

1
8

 

R
ef

er
en

ce
 n

u
m

b
er

 

1
8

-1
9

-0
3

-0
1

 
 

C - 25



C
u

rr
en

t 
ye

a
r 

fi
n

d
in

g
s 

(2
 o

f 
4

) 

 

IT
 D

is
a

st
er

 R
ec

o
ve

ry
 

C
o

n
tr

o
l d

es
ig

n
 

2
  

H
ig

h
 

     
 

Fi
n

d
in

g
 a

n
d

 r
o

o
t 

ca
u

se
 

Th
e 

o
ve

ra
rc

h
in

g 
IT

 D
is

as
te

r 
R

ec
o

ve
ry

 P
la

n
 is

 m
ai

n
ta

in
ed

 in
 M

S 
O

n
eN

o
te

, o
f 

w
h

ic
h

 I
n

te
rn

al
 A

u
d

it
 w

as
 p

ro
vi

d
ed

 w
it

h
 a

n
 e

xt
ra

ct
.  

Th
is

 is
 s

to
re

d
 o

n
 a

 

se
rv

er
, w

it
h

 a
ll 

IT
 m

an
ag

em
en

t 
h

av
in

g 
a 

lo
ca

l c
ac

h
ed

 c
o

p
y 

o
n

 t
h

ei
r 

la
p

to
p

s,
 w

it
h

 c
h

an
ge

s 
sy

n
ch

ed
 v

ia
 t

h
e 

se
rv

er
. T

h
e 

co
n

te
n

t 
o

f 
th

e 
P

la
n

 a
p

p
ea

rs
 

se
n

si
b

le
 a

n
d

, f
ro

m
 a

 d
es

ig
n

 p
er

sp
e

ct
iv

e,
 t

h
e 

o
n

ly
 is

su
e 

w
e 

id
en

ti
fi

ed
 w

it
h

 t
h

e 
o

ve
ra

rc
h

in
g 

P
la

n
 is

 r
eg

ar
d

in
g 

th
e 

p
ri

o
ri

ti
sa

ti
o

n
 li

st
 f

o
r 

ap
p

lic
at

io
n

s.
 

Th
e 

ke
y 

re
q

u
ir

e
m

en
t 

is
 t

h
at

 t
h

e 
R

ec
o

ve
ry

 T
im

e 
O

b
je

ct
iv

e 
(R

TO
, m

ax
im

u
m

 d
o

w
n

ti
m

e
),

 R
ec

o
ve

ry
 P

o
in

t 
O

b
je

ct
iv

e,
 (

R
P

O
, m

ax
im

u
m

 d
at

a 
lo

ss
) 

an
d

 t
h

e 

p
ri

o
ri

ti
sa

ti
o

n
 o

rd
er

 o
f 

sy
st

e
m

s 
is

 in
 li

n
e 

w
it

h
 o

rg
an

is
at

io
n

al
 p

ri
o

ri
ti

es
. T

h
is

 is
 a

cc
o

m
p

lis
h

e
d

 b
y 

p
er

io
d

ic
al

ly
 c

o
n

fi
rm

in
g 

th
es

e 
w

it
h

 s
en

io
r 

m
an

ag
em

en
t,

 w
h

ic
h

 w
e 

w
er

e 
in

fo
rm

ed
 h

as
 n

o
t 

ta
ke

n
 p

la
ce

 f
o

r 
a 

n
u

m
b

er
 o

f 
ye

ar
s,

 p
o

te
n

ti
al

ly
 le

ad
in

g 
to

 n
o

t 
al

l a
p

p
lic

at
io

n
s 

b
ei

n
g 

ca
p

tu
re

d
 a

n
d

/o
r 

th
e 

p
ri

o
ri

ti
sa

ti
o

n
 o

rd
er

 b
ei

n
g 

in
co

rr
ec

t.
 T

o
 c

o
n

fi
rm

 t
h

e 
in

fo
rm

at
io

n
 in

 t
h

e 
IT

 D
is

as
te

r 
R

ec
o

ve
ry

 P
la

n
 is

 c
o

rr
ec

t 
th

is
 s

h
o

u
ld

 b
e 

ad
d

ed
 t

o
 t

h
e 

ag
en

d
a 

fo
r 

a 
fu

tu
re

 m
e

et
in

g 
o

f 
th

e 
C

o
rp

o
ra

te
 M

an
ag

em
en

t 
Te

am
 (

C
M

T)
. 

M
o

re
 s

p
e

ci
fi

ca
lly

 w
e 

id
en

ti
fi

e
d

 t
h

at
 t

h
e 

Se
rv

ic
e 

Le
ve

l A
gr

ee
m

en
t 

(S
LA

) 
w

it
h

 t
h

e 
N

H
S 

Tr
u

st
 is

 n
o

t 
ex

p
lic

it
 r

eg
ar

d
in

g 
b

ac
ku

p
 a

n
d

 r
ec

o
ve

ry
 

ar
ra

n
ge

m
en

ts
 f

o
r 

P
ar

is
, t

h
e 

co
re

 s
ys

te
m

 u
se

d
 b

y 
A

d
u

lt
 S

er
vi

ce
s.

 W
e 

fi
rs

t 
id

en
ti

fi
ed

 t
h

is
 is

su
e 

in
 o

u
r 

2
0

1
7

/1
8

 r
e

vi
e

w
 o

f 
w

id
er

 b
u

si
n

e
ss

 c
o

n
ti

n
u

it
y 

ar
ra

n
ge

m
en

ts
 a

n
d

 t
h

e 
p

o
si

ti
o

n
 r

em
ai

n
s 

u
n

ch
an

ge
d

 f
ro

m
 t

h
e 

ti
m

e 
o

f 
th

is
 p

ri
o

r 
re

vi
e

w
; t

h
e 

SL
A

 is
 s

ti
ll 

n
o

t 
ex

p
lic

it
 r

eg
ar

d
in

g 
b

ac
ku

p
 a

n
d

 r
ec

o
ve

ry
 

ar
ra

n
ge

m
en

ts
. S

im
p

lis
ti

ca
lly

 a
rr

an
ge

m
en

ts
 n

ee
d

 t
o

 b
e 

cl
ar

if
ie

d
, s

p
ec

if
ic

al
ly

 t
o

 e
n

su
re

 t
h

at
 t

h
ey

 a
re

 in
-l

in
e 

w
it

h
 t

h
e 

n
e

ed
s 

o
f 

A
d

u
lt

 S
er

vi
ce

s.
 

P
o

te
n

ti
al

ly
 t

h
is

 is
 a

 s
er

io
u

s 
is

su
e 

an
d

 h
as

 c
o

n
tr

ib
u

te
d

 t
o

 t
h

is
 f

in
d

in
g 

b
ei

n
g 

ra
te

d
 a

s 
h

ig
h

 r
is

k.
 

H
o

w
e

ve
r 

th
e 

m
o

st
 s

er
io

u
s 

is
su

e 
is

 t
h

at
 t

h
er

e 
h

as
 n

o
t 

b
ee

n
 a

 s
ch

ed
u

le
d

 d
is

as
te

r 
re

co
ve

ry
 e

xe
rc

is
e 

fo
r 

at
 le

as
t 

th
re

e 
ye

ar
s.

 W
h

ile
 e

ac
h

 y
ea

r 
th

er
e 

ar
e 

in
st

an
ce

s 
w

h
er

e 
el

em
en

ts
 o

f 
‘r

ec
o

ve
ry

’ a
re

 in
vo

ke
d

, f
o

r 
ex

am
p

le
 d

u
ri

n
g 

2
0

1
7

/1
8

 w
e 

w
er

e
 in

fo
rm

ed
 t

h
at

 c
o

n
ti

n
u

it
y 

ar
ra

n
ge

m
en

ts
 w

er
e 

in
vo

ke
d

 

re
ga

rd
in

g 
a 

ge
n

er
at

o
r 

fa
ilu

re
 a

n
d

 t
el

ep
h

o
n

y,
 b

o
th

 d
u

ri
n

g 
D

ec
e

m
b

er
 2

0
1

7
 a

n
d

 w
o

rk
ed

 c
o

rr
ec

tl
y,

 t
h

is
 d

o
es

 n
o

t 
co

ve
r 

a 
‘f

u
ll’

 r
ec

o
ve

ry
 s

ce
n

ar
io

. 
*

 

Th
e 

C
o

u
n

ci
l h

as
 b

e
en

 in
ve

st
ig

at
in

g 
re

ci
p

ro
ca

l I
T 

co
n

ti
n

u
it

y 
ar

ra
n

ge
m

en
ts

 w
it

h
 t

h
e 

lo
ca

l N
H

S 
Tr

u
st

 f
o

r 
a 

n
u

m
b

er
 o

f 
ye

ar
s.

 T
h

is
 a

p
p

ro
ac

h
 h

as
 n

o
w

 

b
ee

n
 a

gr
ee

d
, w

it
h

 im
p

le
m

en
ta

ti
o

n
 a

t 
an

 a
d

va
n

ce
d

 s
ta

ge
, s

ch
ed

u
le

d
 t

o
 b

e 
co

m
p

le
te

d
 b

y 
O

ct
o

b
er

 2
0

1
8

 –
 o

n
ce

 in
 p

la
ce

 t
h

is
 w

ill
 p

ro
vi

d
e 

th
e 

C
o

u
n

ci
l 

w
it

h
 r

ap
id

 f
ai

lo
ve

r,
 f

ar
 in

 a
d

va
n

ce
 o

f 
an

yt
h

in
g 

w
h

ic
h

 w
o

u
ld

 b
e 

ac
h

ie
va

b
le

 w
it

h
 a

 m
o

re
 t

ra
d

it
io

n
al

 a
p

p
ro

ac
h

 t
o

 s
o

u
rc

in
g 

re
p

la
ce

m
en

t 
h

ar
d

w
ar

e.
 

H
o

w
e

ve
r 

u
n

ti
l f

ai
lo

ve
r 

is
 f

u
lly

 t
es

te
d

, a
s 

p
ar

t 
o

f 
co

m
m

is
si

o
n

in
g 

th
e 

n
ew

 a
rr

an
ge

m
en

ts
, 

th
e 

C
o

u
n

ci
l i

s 
ex

p
o

se
d

, a
s 

su
ch

 t
h

is
 f

in
d

in
g 

h
as

 b
ee

n
 r

at
ed

 a
s 

h
ig

h
 r

is
k.

 

* 
Th

e 
re

ce
n

t 
su

rv
ey

 o
n

 e
co

n
o

m
ic

 c
ri

m
e 

p
ro

d
u

ce
d

 b
y 

o
u

r 
co

-s
o

u
rc

ed
 p

a
rt

n
er

 h
ig

h
lig

h
te

d
 t

h
e 

in
cr

ea
se

d
 le

ve
l o

f 
a

tt
a

ck
s 

o
n

 o
rg

a
n

is
a

ti
o

n
s 

o
f 

a
ll 

ty
p

es
 in

 

th
e 

U
K

 –
 t

h
e 

su
rv

ey
 id

en
ti

fi
es

 t
h

a
t 

 C
yb

er
cr

im
e 

is
 n

o
w

 t
h

e 
n

u
m

b
er

 o
n

e 
fr

a
u

d
 r

is
k 

fa
ce

d
 b

y 
U

K
 o

rg
a

n
is

a
ti

o
n

s 
fo

r 
th

e 
fi

rs
t 

ti
m

e,
 e

xp
er

ie
n

ce
d

 b
y 

n
ea

rl
y 

h
a

lf
 (

4
9

%
) 

o
f 

o
u

r 
su

rv
ey

, c
o

m
p

a
re

d
 t

o
 3

1
%

 g
lo

b
a

lly
. H

a
vi

n
g

 r
o

b
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 p
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n
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 t
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 p
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p
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h
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b
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p
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l f
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 c
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 b
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h
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at
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 d
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t 
fe

es
 a

n
d

 t
h

at
 m

ec
h

an
is

m
s 

ar
e 

in
 p

la
ce

 t
o

  

en
su

re
 t

h
e 

co
rr

ec
t 

le
ve

l o
f 

in
co

m
e,

 in
cl

u
d

in
g 

fo
r 

fi
n

es
, i

s 
b

ei
n

g 
co

lle
ct

ed
 a

n
d

 r
ec

o
n

ci
le

d
. 


 

SI
M

 C
a

rd
s:

 c
o

n
fi

rm
in

g 
th

at
 t

h
es

e 
ar

e 
kn

o
w

n
 a

n
d

 t
h

at
 a

p
p

ro
p

ri
at

e 
m

ec
h

an
is

m
s 

ar
e 

in
 p

la
ce

 t
o

 e
n

su
re

 t
h

ey
 a

re
 w

o
rk

in
g 

an
d

 c
o

n
fi

gu
re

d
 c

o
rr

ec
tl

y,
 s

p
e

ci
fi

ca
lly

 t
o

 m
in

im
is

e 
th

e 
 

o
p

p
o

rt
u

n
it

y 
fo

r 
an

d
 p

o
te

n
ti

al
 im

p
ac

t 
o

f 
an

y 
m

is
u

se
. 


 

O
ve

rs
ig

h
t:

 c
o

n
fi

rm
in

g 
th

at
 t

h
e 

Se
rv

ic
e 

h
as

 a
p

p
ro

p
ri

at
e 

ri
sk

, p
er

fo
rm

an
ce

 a
n

d
 o

ve
rs

ig
h

t 
ar

ra
n

ge
m

en
ts

 in
 p

la
ce

 a
n

d
 t

h
at

 t
h

es
e 

ar
e 

o
p

er
at

in
g 

ef
fe

ct
iv

el
y

. 

Th
e 

 s
u

b
-p

ro
ce

ss
e

s,
 c

o
n

tr
o

l o
b

je
ct

iv
es

 a
n

d
 p

o
te

n
ti

al
 r

el
at

e
d

 r
is

ks
 in

cl
u

d
ed

 in
 t

h
is

 r
e

vi
e

w
 a

re
: 

#
 

C
o

n
tr

o
l o

b
je

ct
iv

e
 

P
o

te
n

ti
al

 r
is

ks
 

Su
m

m
ar

y 
o

f 
Fi

e
ld

w
o

rk
 

1
 

O
p

e
ra

ti
o

n
 


 

P
ar

ki
n

g 
m

ac
h

in
es

 a
re

 e
it

h
er

 c
h

ec
ke

d
 o

r 
re

m
o

te
ly

 
m

o
n

it
o

re
d

, e
m

p
ti

ed
 w

h
en

 t
h

e
y 

re
ac

h
 a

n
 a

gr
ee

d
 

le
ve

l. 


 

A
p

p
ro

p
ri

at
e 

m
ai

n
te

n
an

ce
 is

 c
ar

ri
ed

 o
u

t 
o

n
 p

ar
ki

n
g 

m
e

et
in

gs
, t

o
 m

ax
im

is
e 

th
ei

r 
av

ai
la

b
ili

ty
. 


 

C
o

in
ag

e 
fr

o
m

 t
ic

ke
t 

m
ac

h
in

es
 is

 c
o

lle
ct

ed
 r

eg
u

la
rl

y,
 

w
it

h
 a

p
p

ro
p

ri
at

e 
p

h
ys

ic
al

 s
ec

u
ri

ty
, c

o
u

n
ti

n
g 

an
d

 
b

an
ki

n
g 

ar
ra

n
ge

m
en

ts
 in

 p
la

ce
. 


 

M
o

n
ey

 c
o

lle
ct

ed
 f

ro
m

 t
ic

ke
t 

m
ac

h
in

es
 a

n
d

 t
ic

ke
ts

 
is

su
ed

 a
re

 r
ec

o
n

ci
le

d
 a

t 
re

gu
la

r 
in

te
rv

al
s.

 


 

In
co

m
e 

re
ce

iv
ed

 b
y 

p
h

o
n

e 
is

 r
ec

o
n

ci
le

d
 a

ga
in

st
 

ex
p

ec
te

d
 in

co
m

e 
at

 r
eg

u
la

r 
in

te
rv

al
s.

 


 

In
co

m
e 

re
ce

iv
ed

 f
ro

m
 r

e
si

d
en

ts
’ p

er
m

it
s 

is
 

re
co

n
ci

le
d

 a
ga

in
st

 p
er

m
it

s 
is

su
ed

 a
t 

re
gu

la
r 

in
te

rv
al

s.
 


 

Is
su

e 
o

f 
co

n
tr

o
lle

d
 s

ta
ti

o
n

er
y 

to
 h

o
te

ls
 a

n
d

 o
th

er
 

au
th

o
ri

se
d

 r
es

el
le

rs
 o

f 
to

u
ri

st
 p

er
m

it
s 

is
 a

p
p

ro
p

ri
at

e
. 


 

P
ay

m
en

t 
re

ce
iv

ed
 f

ro
m

 r
es

el
le

rs
 is

 c
o

lle
ct

ed
 in

 a
 

ti
m

el
y 

m
an

n
er

, r
ec

o
n

ci
le

d
 a

ga
in

st
 t

o
u

ri
st

 p
er

m
it

s 
is

su
ed

 a
t 

re
gu

la
r 

in
te

rv
al

s.
 

 
 

If
 p

ar
ki

n
g 

m
ac

h
in

es
 a

re
 n

o
t 

ch
ec

ke
d

 r
eg

u
la

rl
y 

th
ey

 
m

ay
 c

ea
se

 t
o

 w
o

rk
, w

it
h

o
u

t 
th

e 
C

o
u

n
ci

l k
n

o
w

in
g,

 
p

o
te

n
ti

al
ly

 le
ad

in
g 

to
 a

 lo
ss

 o
f 

in
co

m
e 

an
d

/o
r 

an
 

ex
ce

ss
iv

e 
am

o
u

n
t 

o
f 

co
in

ag
e 

m
ay

 a
cc

u
m

u
la

te
. 


 

If
 in

co
m

e 
is

 n
o

t 
re

co
n

ci
le

d
 r

eg
u

la
rl

y 
th

en
 

d
is

cr
ep

an
ci

es
 m

ay
 n

o
t 

b
e 

id
en

ti
fi

ed
 a

n
d

 a
d

d
re

ss
ed

 a
t 

th
e 

ea
rl

ie
st

 o
p

p
o

rt
u

n
it

y.
 


 

If
 b

la
n

k 
p

er
m

it
s 

h
el

d
 b

y 
re

se
lle

rs
 is

 n
o

t 
co

n
tr

o
lle

d
 

th
en

 t
h

e 
o

p
p

o
rt

u
n

it
y 

fo
r 

fr
au

d
/f

in
an

ci
al

 lo
ss

 t
o

 t
h

e 
C

o
u

n
ci

l w
ill

 b
e 

in
cr

ea
se

d
. 

 
If

 d
eb

ts
 a

re
 n

o
t 

p
u

rs
u

ed
 a

d
eq

u
at

el
y 

th
en

 t
h

ey
 w

ill
 b

e 
le

ss
 li

ke
ly

 t
o

 b
e 

re
co

ve
re

d
, i

n
cr

ea
si

n
g 

th
e 

p
o

te
n

ti
al

 
fo

r 
fi

n
an

ci
al

 lo
ss

 t
o

 t
h

e 
C

o
u

n
ci

l. 

 In
te

rn
al

 A
u

d
it

 w
ill

: 
 
 

R
ev

ie
w

 a
rr

an
ge

m
en

ts
 t

o
 c

h
ec

k/
re

m
o

te
ly

 m
o

n
it

o
r 

ti
ck

et
 m

ac
h

in
e

s.
 S

p
e

ci
fi

ca
lly

 s
ys

te
m

 c
o

n
fi

gu
ra

ti
o

n
 

sc
re

en
s 

an
d

 a
 s

am
p

le
 o

f 
lo

gs
, i

f 
re

m
o

te
 m

o
n

it
o

ri
n

g 
is

 
in

 p
la

ce
; a

 s
am

p
le

 o
f 

ro
ta

s/
ch

ec
k 

sh
e

et
s 

if
 m

ac
h

in
e

s 
ar

e 
ch

ec
ke

d
 m

an
u

al
ly

. 


 

W
e 

w
ill

 c
o

n
fi

rm
 t

h
at

 t
h

er
e 

is
 a

n
 a

p
p

ro
p

ri
at

e 
m

ai
n

te
n

an
ce

/s
er

vi
ce

 c
o

n
tr

ac
t 

in
 p

la
ce

 f
o

r 
p

ar
ki

n
g 

m
et

er
s.

 


 

R
ev

ie
w

 d
o

cu
m

en
ta

ti
o

n
 r

eg
ar

d
in

g 
co

lle
ct

in
g,

 
co

u
n

ti
n

g 
an

d
 b

an
ki

n
g 

ca
sh

 f
ro

m
 t

ic
ke

t 
m

ac
h

in
es

, t
o

 
en

su
re

 t
h

at
 t

h
e 

p
ro

ce
ss

es
 in

co
rp

o
ra

te
 a

p
p

ro
p

ri
at

e 
m

an
ag

em
en

t 
o

ve
rs

ig
h

t 
an

d
 s

eg
re

ga
ti

o
n

 o
f 

d
u

ti
es

. 


 

R
ev

ie
w

 a
 s

am
p

le
 o

f 
ro

ta
s/

lo
gs

 r
eg

ar
d

in
g 

co
lle

ct
in

g,
 

co
u

n
ti

n
g 

an
d

 b
an

ki
n

g 
ca

sh
 f

ro
m

 t
ic

ke
t 

m
ac

h
in

es
. 


 

C
o

n
fi

rm
 t

h
at

 a
 s

am
p

le
 o

f 
re

co
n

ci
lia

ti
o

n
s 

h
av

e 
ta

ke
n

 
p

la
ce

 in
 a

 t
im

el
y 

m
an

n
er

 a
n

d
 t

h
at

 a
n

y 
d

is
cr

ep
an

ci
e

s 
h

av
e 

b
ee

n
 in

ve
st

ig
at

ed
 a

n
d

 r
e

so
lv

ed
, o

r 
o

th
er

w
is

e 
ad

d
re

ss
ed

. 
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
 

In
co

m
e 

re
ce

iv
ed

 f
ro

m
 f

in
es

 is
 r

ec
o

n
ci

le
d

 a
ga

in
st

 
fi

n
es

 is
su

ed
 a

t 
re

gu
la

r 
in

te
rv

al
s.

 
 

A
p

p
ro

p
ri

at
e 

d
eb

t 
re

co
ve

ry
 a

ct
io

n
s 

ar
e 

ta
ke

n
 in

 
re

la
ti

o
n

 t
o

 u
n

p
ai

d
 p

ar
ki

n
g 

fi
n

es
. 


 

C
an

ce
lle

d
 p

ar
ki

n
g 

ti
ck

et
s 

ar
e 

ap
p

ro
p

ri
at

el
y 

au
th

o
ri

se
d

. 


 

R
eg

u
la

r 
re

p
o

rt
s 

ar
e 

ru
n

 t
o

 a
n

al
ys

e 
in

co
m

e,
 b

o
th

 
ag

ai
n

st
 h

is
to

ri
ca

l l
ev

el
s 

fo
r 

in
d

iv
id

u
al

 s
it

e
s 

an
d

 
ac

ro
ss

 t
h

e 
w

id
er

 p
o

rt
fo

lio
, t

o
 id

en
ti

fy
 p

o
te

n
ti

al
 

an
o

m
al

ie
s;

 a
n

o
m

al
ie

s 
ar

e 
in

ve
st

ig
at

ed
 w

it
h

 
ap

p
ro

p
ri

at
e 

ac
ti

o
n

 t
ak

en
. 

 
C

h
ar

ge
s 

le
vi

ed
 a

re
 in

 li
n

e 
w

it
h

 p
u

b
lis

h
ed

/a
d

ve
rt

is
ed

 
fe

e
s.

 

 
R

ev
ie

w
 a

 s
am

p
le

 o
f 

d
eb

ts
, t

o
 c

o
n

fi
rm

 t
h

at
 

ap
p

ro
p

ri
at

e 
d

eb
t 

re
co

ve
ry

 a
ct

io
n

 h
as

 t
ak

en
 p

la
ce

, 
w

it
h

 a
n

y 
u

n
re

co
ve

ra
b

le
 d

eb
ts

 w
ri

tt
en

 o
ff

. 
 


 

W
e 

w
ill

 r
ev

ie
w

 a
 s

am
p

le
 o

f 
ca

n
ce

lle
d

 p
ar

ki
n

g 
ti

ck
et

s,
 

to
 c

o
n

fi
rm

 t
h

ey
 h

av
e 

b
e

en
 a

u
th

o
ri

se
d

. 
 

R
ev

ie
w

 a
 s

am
p

le
 o

f 
in

co
m

e 
re

p
o

rt
s,

 t
o

 c
o

n
fi

rm
 t

h
at

 
an

o
m

al
ie

s 
ar

e 
id

en
ti

fi
ed

 a
n

d
 in

ve
st

ig
at

ed
. 

 
R

ev
ie

w
 f

e
es

 le
vi

ed
 in

 a
 s

am
p

le
 o

f 
ca

r 
p

ar
ks

, t
o

 
co

n
fi

rm
 t

h
ey

 a
re

 in
 li

n
e 

w
it

h
 a

d
ve

rt
is

ed
 r

at
e

s.
 

2
 

SI
M

 C
ar

d
s 


 

A
 r

eg
is

te
r 

is
 in

 p
la

ce
 o

f 
al

l S
IM

 c
ar

d
s 

p
re

se
n

t 
in

 
p

ar
ki

n
g 

m
ac

h
in

es
 a

n
d

 t
h

ei
r 

lo
ca

ti
o

n
. 


 

SI
M

 c
ar

d
s 

ar
e 

u
se

d
 t

o
 c

o
m

m
u

n
ic

at
e 

th
e 

‘s
ta

tu
s’

 o
f 

p
ar

ki
n

g 
m

et
er

s 
an

d
 c

o
n

fi
rm

 t
h

ey
 a

re
 f

u
n

ct
io

n
in

g 
co

rr
ec

tl
y.

 


 

A
p

p
ro

p
ri

at
e 

p
h

ys
ic

al
 s

ec
u

ri
ty

 is
 in

 p
la

ce
 t

o
 m

in
im

is
e 

th
e 

o
p

p
o

rt
u

n
it

y 
fo

r 
SI

M
 c

ar
d

 t
h

ef
t.

 
 

A
p

p
ro

p
ri

at
e 

lo
gi

ca
l s

ec
u

ri
ty

 is
 in

 p
la

ce
, t

o
 m

in
im

is
e 

th
e 

o
p

p
o

rt
u

n
it

y 
fo

r 
m

is
u

se
 a

n
d

 e
n

su
re

 t
h

at
 it

 is
 

d
et

ec
te

d
 a

n
d

 a
d

d
re

ss
ed

 a
t 

th
e 

ea
rl

ie
st

 o
p

p
o

rt
u

n
it

y.
 

 
 

If
 a

ll 
SI

M
 c

ar
d

s 
ar

e 
n

o
t 

‘k
n

o
w

n
’ t

h
en

 a
n

y 
th

ey
 m

ay
 b

e 
ex

cl
u

d
ed

 f
ro

m
 r

eg
u

la
r 

‘c
h

ec
ks

’,
 in

tr
o

d
u

ci
n

g 
th

e 
p

o
te

n
ti

al
 f

o
r 

is
su

es
/t

h
ef

ts
 t

o
 t

ak
e 

p
la

ce
 w

it
h

o
u

t 
th

e 
C

o
u

n
ci

l’s
 k

n
o

w
le

d
ge

. 


 

If
 S

IM
 c

ar
ed

 a
re

 n
o

t 
‘c

h
ec

ke
d

’ r
eg

u
la

rl
y 

th
en

 
is

su
es

/t
h

ef
ts

/i
n

ap
p

ro
p

ri
at

e 
u

se
 m

ay
 n

o
t 

b
e 

id
en

ti
fi

ed
 

an
d

 a
d

d
re

ss
ed

 a
t 

th
e 

ea
rl

ie
st

 o
p

p
o

rt
u

n
it

y.
 


 

If
 a

p
p

ro
p

ri
at

e 
p

h
ys

ic
al

 s
ec

u
ri

ty
 is

 n
o

t 
in

 p
la

ce
 t

h
en

 
th

e 
o

p
p

o
rt

u
n

it
y 

fo
r 

th
ef

t 
w

ill
 b

e 
in

cr
ea

se
d

. 
 

If
 lo

gi
ca

l s
ec

u
ri

ty
 is

 n
o

t 
su

ff
ic

ie
n

t 
th

en
 if

 t
h

e 
p

h
ys

ic
al

 
se

cu
ri

ty
 is

 c
o

m
p

ro
m

is
ed

 t
h

en
 f

ra
u

d
u

le
n

t 
w

ill
 b

e 
fa

ci
lit

at
ed

. 

 In
te

rn
al

 A
u

d
it

 w
ill

: 
 
 

C
o

n
fi

rm
 t

h
at

 t
h

e 
C

o
u

n
ci

l m
ai

n
ta

in
s 

a 
re

gi
st

er
 o

f 
SI

M
 

ca
rd

s 
p

re
se

n
t 

in
 p

ar
ki

n
g 

m
ac

h
in

es
 a

n
d

 t
h

at
 t

h
er

e 
ar

e 
p

ro
ce

ss
e

s 
in

 p
la

ce
 t

o
 v

al
id

at
e 

it
s 

ac
cu

ra
cy

. 


 

C
o

n
fi

rm
 t

h
at

 t
h

er
e 

is
 a

 s
ys

te
m

 in
 p

la
ce

 t
o

 m
o

n
it

o
r 

SI
M

 c
ar

d
s 

an
d

 t
h

at
 a

n
y 

an
o

m
al

ie
s 

ar
e 

in
ve

st
ig

at
ed

 in
 

a 
ti

m
el

y 
m

an
n

er
. 


 

C
o

n
fi

rm
 t

h
at

 t
h

er
e 

is
 a

p
p

ro
p

ri
at

e 
p

h
ys

ic
al

 s
e

cu
ri

ty
 in

 
p

la
ce

 f
o

r 
a 

sa
m

p
le

 o
f 

ti
ck

et
 m

ac
h

in
es

. 
 

R
ev

ie
w

 lo
gi

ca
l s

ec
u

ri
ty

 in
 p

la
ce

, f
o

r 
ex

am
p

le
 S

IM
 

lo
ck

in
g,

 t
o

 c
o

n
fi

rm
 t

h
at

 it
 is

 a
p

p
ro

p
ri

at
e 

to
 m

in
im

is
e 

th
e 

o
p

p
o

rt
u

n
it

y 
fo

r 
fr

au
d

. 

3
 

O
ve

rs
ig

h
t 


 

Th
e 

Se
rv

ic
e 

h
as

 a
 R

is
k 

R
eg

is
te

r 
an

d
 a

n
 a

p
p

ro
p

ri
at

e 
se

t 
o

f 
p

er
fo

rm
an

ce
 in

d
ic

at
o

rs
, i

n
cl

u
d

in
g 

an
 in

co
m

e 
ta
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et

, p
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fi
le

d
 o
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th
e 

ye
ar

. 


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 r

eg
im
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o

f 
re
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la
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m

an
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m

en
t 
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e

et
in
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p
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it
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 c
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 d
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
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 p
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 p
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 
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 t
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n

fo
re

se
en

/u
n

p
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r 
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
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p

ri
at

e
 s

et
 o

f 
p
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 t
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d
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b
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 p
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 b

e 
m

ax
im

is
ed

. 


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 m
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 r
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 p
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
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ev

ie
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 c
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
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at
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
 

R
ev

ie
w

 p
er

fo
rm

an
ce

 in
d

ic
at

o
rs

, t
o

 c
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
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R

is
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an
d

 p
er
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an
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o
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 m
in

i a
n

d
 f

u
ll 

se
rv

ic
e 

b
o

ar
d

, i
n

 
su

m
m

ar
y/

b
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 p
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 p
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b
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h
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d
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l c
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 c
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 b
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o
r 
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d

gm
en

t 
in

 d
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n
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o
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o
l p
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el
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d
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ye
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n
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th

er
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 m
an

ag
e
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t 
o

ve
rr

id
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g 
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tr
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n

d
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e 
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rr
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f 

u
n
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u
m
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Fu
tu
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 p
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u
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ss
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o

f 
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n
tr

o
ls
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 f

o
r 

th
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p
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io
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p
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ie
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n

ly
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ri
c 

ev
al

u
at

io
n

 o
f 

e
ff

ec
ti

ve
n
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 n

o
t 
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n

t 
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 f

u
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 p
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io

d
s 

d
u

e 
to

 t
h

e 
ri

sk
 t

h
at

: 


Th

e 
d

e
si

gn
 o

f 
co

n
tr

o
ls

 m
ay

 b
e

co
m

e 
in

ad
eq

u
at

e
b

ec
au

se
 o

f 
ch

an
ge

s 
in

 o
p

er
at

in
g 

en
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ro
n

m
en

t,
 la

w
,

re
gu

la
ti

o
n

 o
r 

o
th

er
 c

h
an

ge
s;

 o
r


Th

e 
d

eg
re

e 
o

f 
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m
p
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n
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 w

it
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o
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ie
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an
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 d
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u
d

it
o

rs
 

It
 is

 m
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ag
e
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en

t’
s 
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o
n

si
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o

 d
ev

el
o
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 a

n
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n
d

 s
ys

te
m

s 
o

f 

ri
sk

 m
an

ag
e

m
en

t,
 in

te
rn

al
 c

o
n
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n
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 d
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q
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u
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 e
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u
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